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atherwise provided by national legislation. Where
re is @ justified ohjection, the processing insti

E nstigated
by the controller may no longer mvolve those daa;

(bi w0 object, on request and free of charge, o the
processing of personal dara relating to him which the
controllor anticipates being processed for the purposes
af direer markenng, or w be informed before
persanal v disclosed for the firse time to third
parties or wsed on their behalf for the purposes of
direct markering, and 1o be expressly offered the right
to vbiect free of charge to such d

Member Stawes shall take the necessary measures to
ensure that dara subjects are aware of the existence of the
right referred to m the first subparagraph of (b).

Article 15

Auromared individual decisions

1. Member States shall grant the right w every person
not 1o be subject w a decision which produces legal
him or significanely affects him and
which is based solely on automated processing of data
intended 1o evaluate certain personal aspects relaing 1o
him, such as his performance ar work, credieworthiness,
reliability. conducr, et

legal
effects concery

2. Subject 1o the other Ardicles of this Directive,
Member States shall provide thar a
subjected 1o a decision of the kind referred to in
paragraph 1 if that decision:

{a) 15 taken in the course of the entering into or
performance of a contract, provided the request for
the entering into or the performance of the contract,
loddged by the data subject, has been saristied or that
dhere sures 10 safeguard his legitimate
intercsts, such a3 arrangements allowing him s pus
his point uf view; or

re suitable m

(bi is authorized by a law which also lays down measures
10 safeguard the data subject’s legitimate interests.

ss 1o personal data must not process chem except
strnctions from the conteoller, unless he is reg
w0 do sa by law.

Article 17

Securi

' of processing

1. Member States shall provide that the controller must
implement  appropriate  technical and - organizational
measures to protect personal data against accidental or
unlwful destruction or  accidental loss,  alteration,
unauthorized disclosure or aceess, in particular where the

processing involves the t of data over a
network, and against all unlawful forms of
processing.

Having regard to the stare of the art and the cost of their

implementation, such measures shall ensure a level of
security appropriate to the risks represented by the
processing and the naturc of the data o be protected

2

The Member States provide thar the controller
must, where processing i carried oue on s belall,
choose a processor providing sufficient guarantees in
respect of  the  technical  security measures and
onal measures governing the processing 10 be
carried ont, and must ensure compliance with those
measurcs.

ying out of processing by way of a processor
must be governed by a conrract or legal act bindi
processor to the controller and stipulating in particalar
that:

— the processor shall act only on imstructions from the
controller,

— the obligations set out in paragraph 1, as defined by
the law of the Member State m which the processor is
established, shall also be incumbenr on  rhe
processor.

4. For the purposes of keeping proof,
contract or the leal act relating to data protection and
the requirements relating to the measures referred @ in
paragraph 1 shall be in writing or in another oquivalent
form.

the parts of the
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1995: "Privacy-Enhancing Technologies”

John Borking et al.:
Privacy-enhancing
technologies — .
The path to anonymity”,

1995

Transferring ideas from
David Chaum et al.
to the data protection
community

Achtergrondstudies en Verkenningen
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Was sind Privacy-Enhancing Technologies?

“Privacy-Enhancing Technologies (PET)
are a coherent system of ICT measures
that protects privacy [...]
by eliminating or reducing personal data or
by preventing unnecessary and/or
undesired processing of personal data;
all without losing the functionality
of the data system.”

Borking / Raab (2001)
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Source: athree23 via Pixabay
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o Idea:
One for All
and
All for One

e Objective:
real harmonisation

e But: 70 opening clauses
(“variables” for Member

States) https://upload.wikimedia.org/wikipedia/commons/
8/85/Unus_pro omnibus$%2C omnes pro uno.jpg
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GDPR as "Game Changer” (?)

e Market location principle (. 3 corr) /

° Responsibility (Art. 24 GDPR)

Data protection by design . 2s1) eoer
Data protection by default (. 2s2) aobry
Security (Art. 32 GDPR)

Data protection impact assessment

(Art. 35 GDPR — “Rights and freedoms of natural persons”)

OG0 20 2 34 5 6 7 8 930 1 23 8567 6 04T 2345670808501 2385670060123

[EEOE Source: Astryd_MAD via Pixabay o Certification (ar. 42+43 coer

e Fines & sanctions by Data /

Powerful toolbox Protection COmMMISSIONErs (. s3+84 corr)

if applied
appropriately e Courts «
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Which roles do you play?

Art. 4 (7) GDPR:
‘controller’ means the natural or : A"t-,4 (8) GDPR:
legal person, public authority, processor’ means a natural or
agency or other body which, alone legal person, public authority,
or jointly with others, determines agency or other body which
the purposes and means of the processes personal data on
processing of personal data; behalf of the controller;

LNk &

Art. 4 (1) GDPR: ‘ —m

- Recital 78:
. [E©29 source: Gerd Altmann via Pixabay
‘data subject”: an producers of the products,
identified or identifiable services and applications
natural person
PETs — where are we after 25 years? 11
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Data Protection by Design & by Default

e Art. 25 GDPR Art. 25 Data Protection by Design and by Default

1. Taking into account the state of the art, the
cost of implementation and the nature, scope,
context and purposes of processing as well as

e Targeted at controllers the risks of varying likelihood and severity for
rights and freedoms of natural persons posed
by the processing, the controller shall, both at

e Producers of IT systems the time of the determination of the means for
“should be encouraged” processing and at the time of the processing
(Rec. 78) itself, implement appropriate technical and

organisational measures, [...] which are
designed to implement data-protection
principles [...], in an effective manner [...]

¢ Objective: to design systems + services
from early on, for the full lifecycle ...
a) ... in a data-minimising way
b) ... with the most data protection-friendly pre-settings

PETs — where are we after 25 years? 12
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Data Protection by Design & by Default

e Art. 25 GDPR Art. 25 Data Protection by Design and by Default

2. The controller shall implement appropriate
technical and organisational measures for
ensuring that, by default, only personal data

e Targeted at controllers which are necessary for each specific purpose
of the processing are processed.
That obligation applies to the amount of

e Producers of IT systems personal data collected, the extent of their
“should be encouraged” processing, the period of their storage and
(Rec. 78) their accessibility. [...]

e Objective: to design systems + services
from early on, for the full lifecycle ...
a) ... in a data-minimising way
b) ... with the most data protection-friendly pre-settings

PETs — where are we after 25 years? 13
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Imbalance
in power
=
data protection
necessary

Important:
Perspective of
the individual

Source: beludise via Pixabay
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Data protection: more than IT security

Alice Bob
= p -~ N
8 [ aor | &
A=g"mod p 9,p,A — B=g modp
K=B"modp < B K=A"mod p
- / - 4 Data processing
K = A’ mod p = (g“mod p) "mod p = g “mod p = (g ‘mod p) ‘mod p =B nod p — interference
with fundamental
rights
IT security: The adversary is Eve (or Mallory).
Data protection: The adversary is Bob!
(Well, at least he is one of them.)
PETs — where are we after 25 years? 15
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| rotection goals: more than IT security

Confidentiality M
classical IT security + Data minimisation

protection goals*)
Intervenability

\

Integrity

*) From the
data subject’s
perspective

Availability

Transparency

PETs — where are we after 25 years? 16
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... more than IT security

e Availability + integrity guarantees may hinder erasure,
possibly conflicting with data minimisation/unlinkability +
intervenability (right to erasure, right to rectification)

= E.g. blockchain implementation
= E.g. redundancy by distributing various copies
= E.g. logfiles with personal data

e Confidentiality guarantees may hinder transparency (information) +
intervenability (on the basis of the right of access)

» E.g. hidden data collection

PETs — where are we after 25 years? 17
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Source: athree23 via Pixabay
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ANONYMIZING
TECHNOLOGIES

PETs — where are we after 25 years? 19
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The simple "Anonymization” Proxy

... knows everything!

Nutzer %
user Anonymisierungsproxy %o O
IP: 168.143.112.10
D cC—
IP: 80.134.200.43 Webserver

PETs — where are we after 25 years? 20
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Multiple anonymization proxies
in a cascade

... with encryption for separation of information:
No entity knows everything!

O
Anonymisierungs- 3
» Proxy (2) E—
g
) (°)
Anonymisierungs-
Anonymisierungs- Proxy (3)
Proxy (1)

0 e
Webserver
PETs — where are we after 25 years? 21
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Anonymity with
Mixes
(David Chaum 1981)
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Real scenario: “Anon ymizer”
Infrastructure? Who is the operator?

e E.g. TOR or AN.ON for

& JAP / JonDo A= dd
IP addresses
Lo PRVACY NeEDS [YONIYIRA 0
Dienste: | (3 Amun-Pluto-Euler | v| ©@ | Details | ) )
e Anonymization method:
¥ Anonymitat — A\ ”
_ o T pgf| [Anommitat Sameness
Nutzerzahl: 44 ‘ . m Ein
Anghymity
verken: HEENEEEEEEEN e
= Restvolumen: 209,1 MByte (111
p= Ubertragene verschliisselte Daten: 84,0 MByte Aktnitat:
¥ Forwarder: []Ein Aktivitat:
@ Eesuchen Sie unsere Internetseiten! (Hier klicken) Aushlenden
| = | | i | | Hilfe | | Assistent | | Einstellungen | | Beenden |
PETs — where are we after 25 years? 23
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Usage?
Possibilities Obstacles
e For communication e Infrastructure — who is the
infrastructure controller?
e Service for controllers e Based on separation of the
(companies, authorities) knowledge of multiple

actors — how about legal

e Participation / crowd " :
P / accountability questions?

approach: everybody can
provide a Mix e IP address anonymization
not sufficient

PETs — where are we after 25 years? 24
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ATTRIBUTE-BASED
CREDENTIALS

PETs — where are we after 25 years? 25
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Best Practice ,Data minimisation":
Authentication without identification

For each purpose:
Which data are necessary?

Complete Data: Minimal data:
BELGIE BELGIQUE BELGIEN BELGIUM BELGIE BELGIQUE BELGIEN BELGIUM

IDENTITEITSKAART  CARTE O'IDENTITE  PERSONALAUSWEIS IDENTITY CARD IDENTITEITSKAART  CARTE OIDENTITE
&

Naam / Nawo

Often not all data necessary

PETs — where are we after 25 years? 26
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Usual case: linkable information

% Driver's License

, L Insurance
oo|
O B /
[

@ Primelife
g”PRIME E%’TRUST Slide from Jan Camenisch,

Sk IBM Research Ziirich

www.datenschutzzentrum.de

Data minimisation by attribute-based
credentials

Driver's License

y /
== _/
sl

Vertrauens-
wurdiger
Dritter

@} Primelife
g”PRIME E%’TRUST Slide from Jan Camenisch,

Sk IBM Research Ziirich
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Example: Attribute-based credentials
in school communication

RPaTRUST NORRTULLSKOLAN RS Nano

Hem Mitt skrivbord Skapade av skolan Politik Radgivning Hjalp

Data minimisation through
- attribute selection,

- attribute aggregation,

- unlinkability of multiple
presentations

For alla i skolan

= W=
dokument dokument dokument

Inspektion

For Pojkar i klass 9A For flickor

Vi provar

-+ =~ B -+ =~ o3

https://abc4trust.eu/soederhamn

PETs — where are we after 25 years?
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Usage?
Possibilities Obstacles
o Whenever authentication is e Infrastructure necessary,
necessary e.g. for role-out +
revocation

o If proof of attributes is
sufficient e If re-identification offered:
additional complexity

o Different from today

PETs — where are we after 25 years? 30
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DATA TRACK

PETs — where are we after 25 years?

Data Track

File Edit Settings Passwords  Simulations  Assistance  Help Quick demo

x
S5 o it bk |2 Data Track e e o i e ¢ User-side tool

(& Personal data
. ~ Search
) Reciever
® | | {Search on personal data, reciever, transactions etc,)

) Wha have recieved information abaut my H‘?.”E._vj ?
() What data about me has i-Sony _ﬂ recigved? ® For tra nspa rency +

() wha have recieved ‘pronfs v| !pseudonym v| gpayment s | from me? eXe rcisi ng One‘s rig hts

) Preference type
) Transaction (=Recard)

O pseudonyms

O Proofs ("Credentials™)

it
Sex
Marne -~ Browse
Birthdste, Your search returned 10 records
Street | Record Slider '[I.J.éFaLiit orciar: Chronalogical list alphabetical list by receipient ;‘S‘éie:‘ted‘recnrdsi
Postcode
City [[] Include transactional pseudanyms even if no data have been sent
Country
Email
Tel ] Amazon Dell -
Mobile -1 1A B nisn Mozilla Store
Fax ' dell.com iunojlfifms
] John Primewy e
Credit card H1 john@kau.se :
ik John@ay, 58
Bankaccount Aise
2006-01-01| £ 3| |z008-01-27

PETs — where are we after 25 years?
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CLoup . .
E saeer - Extension for typical cloud usage

ece DataTrack Tracowaw- A 0 X ‘Standardprof

00/Datat o=
o . G =
erars [ Proney 8.10W i Appie (1 Pcasren Prjact (1 Contarsnces i meraction Dasign (1 Lexionar [ Google £ Soholas [ Kalsnder B DBPL [ Wan Deveiopment » (8 Ot Bockmares

@TrackYourData~ @ &

o -]

Trace view " ” Treemap.

FILTERS

AccountAetivity

% account typo
Professional

mbs

Bprotession
Profile

@ PayPal

The prototype of the trace view interface of the Data Track tool.

Source: A4Cloud, D-5.4 User Interface Prototypes V2, 2015
http://cloudaccountability.eu/sites/default/files/D45.4

User interface prototypes V2.pdf
PETs — where are we after 25 years? 33
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Y Scotnmenn Basis for exercising
o data subjects' rights

—0x]

& Genomsynlig = OO0 =a¢) i

— (O e

N2
What personal data have What personal data do

‘ [ sent to whom? services have about me?
View the locally store: . Connect to o service provider to view ]

device tracked wi »ersonal and manage your data located at that
data to different services J service.

|

A redesign proposal of GenomSynlig in which users have the choice from the
to access data stored locally or control their data stored in a remote service.

Source: A4Cloud, D-5.4 User Interface Prototypes V2, 2015
http://cloudaccountability.eu/sites/default/files/D45.4

User interface prototypes V2.pdf
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Usage?

Possibilities Obstacles
e For each interaction e User-side security difficult

e May cause effort on the
side of the controllers if
data subject rights become
known

e Potentially, the user
becomes a controller
herself

PETs — where are we after 25 years? 35
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Overview

e 25 years ago ... a look into 1995
e Status 2020: GDPR

e Potential (of) privacy-enhancing
technologies

e PETs — a success story?

e Conclusion

Source: athree23 via Pixabay
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Privacy-enhancing technologies:
How mature? How usable?

Privacy Enhancing Technologies x¥*, ® TQChﬂOlogleS:
protect your online privacy * * . .
Ny e = Anonymisation?
o .
Z’ﬂ\‘b = Identity management?
{Aﬁf»’ = Encryption?
,’?\J‘;T\/‘ = IoT privacy?
NZedr o
@,’?{%@ff L :;’_ 2 _
Sa STk kel e Terminology
< A e
.\&.‘. ‘$.o * »
Time to adopt o Usability?

PETSs!

e Awareness?

PETs — where are we after 25 years? 37
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Contact Tracing
instead of data retention of location data

e Pandemics contact tracing app for the masses
e Basis: Bluetooth

e (Contacts, not locations
e Changing identifiers

e Decentralised storage

TRACING ENABLED
| -fr‘~
¢ Promised: J %‘i
= Voluntary .
= Opt-in > ik

= No other pUrposes B9 source: erd Altmann via Pixabay

e Corona-Warn-App: Open Source, documents on Github: e.g.
https://github.com/corona-warn-app

PETs — where are we after 25 years? 38
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Overview

e 25 years ago ... a look into 1995
o Status 2020: GDPR

e Potential (of) privacy-enhancing
technologies

e PETs — a success story?

e Conclusion

Source: athree23 via Pixabay

PETs — where are we after 25 years? 39

www.datenschutzzentrum.de

Challenge: Bridging the gap between
technology and (data protection) law

[0 Source: Free-Photos via Pixabay

PETs — where are we after 25 years?
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K 0 1
= SR Weak crypto S Isyp hos

Backdoors
Data retention

Real names ebook ‘
Biometrics SIS YPHUS
Us UGH. FREAKIN ROCK
@ SR?LZ::)‘ DOWN AGAIN.
Politics without i
expertise
2
ot -
3 us s !
; RE A
. . B -
"One must imagine | %ﬁ{‘::“&i PSS TS
Sisyphos happy.”  E
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Who is the hero?

The fire fighter or the
maintenance technician of
the fire detection system?

- Or the thoughtful scientist?
Source: skeeze via Pixabay
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Conclusion
Data protection by design and by
default
= Demanded by the GDPR

» Thereby to be demanded by
controllers

e Success stories are rare

e Privacy-enhancing technologies
alone not sufficient

e Ongoing work

e Needed: framework + help

e And: visibility of good solutions
Source: congerdesign via Pixabay
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