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What is crypto?

Caesar cipher: shifting letters in the alphabet

Example:
TEDxKielUniversity

Photo: Ad Meskens

→ WHGaNlhoXqlyhuvlwb

The authorised audience knows the key (“3”) for decryption.

Others may try to break the cipher.

Crypto is for spooks & politicians, 
isn’t it?



Reality:
analysis by governments 

and companies

Source: Freedom of the Press Foundation

Source: EFF

More advanced crypto

Alice has a pair of 
cryptographic keys:
public key + private key.

Bob encrypts a message for Alice,
using her public key.

Alice decrypts the message, 
using her private key.



Crypto is available

Encrypting files or disks

Accessing web sites
(passwords, credit
card numbers, …)

Exchanging 
confidential 
messages

How secure is today’s crypto?

Open crypto algorithms quite secure.

Vulnerabilities:

Brute force (crypto) Brute force (human)

Regulation



What is regulated? – Export control

• Restricting strong crypto: export controls

• Until 1997: U.S. Internet browser for export 
only offering short keys (40 bit RC4) 
(domestic keys: 128 bit length)

• 1997: 40 bit key length not secure, 
not fit for commercial purposes

Today export regulation of cryptography 
only concerning a few states

What is regulated? – Back doors

Tailored Access Operations 
by the NSA:

“insert vulnerabilities into 
commercial encryption 
systems, IT systems, 
networks, and endpoint 
communications devices 
used by targets”

Source: Snowden files



Similar: Locks when travelling to the U.S.

• Inspection of luggage by the U.S.
Transportation Security Administration (TSA)

• Special TSA locks
• TSA agents use master keys

• Are the master keys in good hands? 
Photo: Willh26 (Wikipedia)
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What is regulated? – Key escrow

Key escrow: 
an organisation collects all keys to 
enable access to the clear text

Would you hand over your 
entire key ring for your 
apartment, work and car?

Similar: state can demand keys 
– else: jail
(e.g. UK Regulation of Investigatory Powers Act 2000 
– without a court order)

Circumvention by hiding

Can you see the treasure map?



Circumvention by hiding

Can you see the treasure map?

Only when using the right software.
The map is embedded in the picture on the left.

Steganography: hiding information in other information

Circumvention by hiding

Can you see the treasure map?

Steganography: hiding information in other information

Only when using the right software.
The map is embedded in the picture on the left.



Circumvention by crypto

Even with key escrow:

• Double encryption: 
additional key needed for 2nd encryption layer

• Clever encryption with two clear texts:
key 1 shows innocent text, 
key 2 reveals the secret message

Example:
12bnh%15YTH!x

Grandma 
is well.

Location of
the treasure

Key 1 Key 2

Does crypto regulation work?

Export control:
No – strong crypto 
is publicly available.

Back doors:
High risk!

Back doors can be 
used by criminals.

Key escrow:
High risk!

How to prevent misuse?
Circumvention possible!



Will we have strong crypto in the future?

• We need more, not less crypto

• Crypto = foundation of information society

• Try out crypto! 

• Don’t know how? 
Attend crypto parties in your area!

• Then the force will awaken :-)


